Installing VPN IPSec client on Windows 7

1) Go to https://credentials.anl.gov/VPN/vpnlogin/vpndownloads.htm, type your ANL user

credential similar to the screenshot below:

r =
Windows Security ﬁ

The server credentials.anl.gov at credentials.anl.gov requires a username
and password.

| aeusebio| |

| Password |

["] Remember my credentials

[ QK J ’ Cancel
|| = !

2) Left Click on the appropriate version of your OS to download the VPN IPSec Installation Package
for your computer. This instruction will walk you through installing the VPN client on a Windows
7 32-bit OS, which is the Cisco VPN client for Windows (Win2K, XP, Vista 32-bit) version
5.0.07.0290.
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Credentials
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Passwords AT I i - 5 a
«P 3 Advice ;’[I:zse right-click on the ink for the file you need 1o save it in the proper format on your hard
= Change Password -
* Manage MyPassword .
Password Admin | [nstallation instructicns are available:

Certificates i
« About X508 Certifl IPSec Client Version
* About UIVOD Site Trusts Linue 4802 0030
. Cartificates

Fodars Macintosh OS5 X 10.4 or higher (IntelPPC) 49010180
Credentials Tests s . AB03 3
T = ant Solaris 4.6.02.0030
= e 'I‘T Windows (WinZk, XP, Vista 32-bit) S.0.07 0290
 Dlagnostio Tests, Windows (Vista, 7 64-bit) 50070290
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https://credentials.anl.gov/VPN/vpnlogin/vpndownloads.htm

3) Left click on the drop down arrow next to save and left click “Save As”:

@ This type of file could harm your computer.

| Run || Save |~

‘ IPSec Client | Version
Linux | 48020030
‘Macinlosh 0S X 104 or higher (Intel/PPC) | 49010180
|Solaris | 48020030
\Windows (Win2K, XP, Vista 32-bit) | £0070266
\Windows (Vista, 7 64-bit) [ 50070290
AnyConnect Client | (SSL/VPN)
\Macintosh OS X 10.6 or higher | 3102026
\Windows (XP, Vista, 7, 32- and 64-bit) | 2100026
Linux [ 3102026
Linux (64-bit) | 2100026
‘ Connection Profiles | File
Do you want to run or save vpnclient-win-msi-5.0.07.0290-k9.exe (7.63 MB) from credentials.anl.gov? ::Z s

Save and run

4) Save the Installation Package on your Desktop and left click “Save”:

@ Save As u
< |l Desktop » ~ | #4 ||| Search Desktop o
Organize » New folder 0
A o =
450 Favorites | [ “—| Libraries Eusebio, Alfredo R.
| M Desktop ‘ System Folder System Folder
l, Downloads

& Recent Places

m

P | Computer g
System Folder

Network
System Folder

(% Hide Folders

4[4 Libraries Adobe Reader XI g Parallels Shared Folders
> [ Documents Y shortcut w Shorteut
b o) Music & 194 KB ™ 135KB
I» [&=] Pictures L4
3 . Videos
& (M Computer -
File name: vpnclient-win-msi-5.0.07.0290-k9.exe -
Save as type: | Application (*.exe) - ]
[ Save I [ Cancel ]

To unzip all files in thiz self-extractor file to the
zpecified folder prezs the Unzip button,

nzip to foldel

pl atatLocalTem Browse...

Run WinZip |

Cloge I

™V Owenwrite files without prompting

v “when done unzipping open:
Swpnclient_setup. exe

About |
Help |




6) You will be prompted for a local admin rights to install VPN in your computer after it’s unzipped.

However; if you already have admin rights to your computer, skip to step 7:
[ '@ User Account Control &

Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name: vpnclient_setup.exe
Verified publisher: Unknown
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes.

— _i |0uadminare |
| | Password |

Domain: AMNL

'::\:’::' Show details [ = ] [ hio ]

7) Leftclick “Next”
(") Cisco Systems VPN Client 5.0.07.0230 Setup EENESE ™)

Welcome to the Cisco Systems
VPN Client 5.0.07.0290
Installation Wizard

Itiz strongly recommended that you exit all Windows programs
before running this setup program

Click Cancel to quit the setup program, then close any programs
you have running.  Click Mest to continue the installation.

“WARAMIMG: This program is pratected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be progecuted to the masimurn estent possible under law,

< Back MNext > ] [ Cancel

8) Accept the agreement and left click “Next”

1) Cisco Systems VPN Client 5.0.07.0290 Setup ol e

License Agreement 6
“Y'ou must agree with the license agreement belaw ta proceed. ) |

f

Client Software License Agreement of Cisco Systems -

[
THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE 13
GOYERNED B THE TERMS AND CONDITIONS OF THE GREEMENT
SET FORTH BELOW. BY CLICKING "vES" ON THIS 5CREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "“YES".
IFYOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN YWHICH CASE YOU
WILL BE DENIED ACCESS TO THE SOFTWARE. -

@ | accept the license agreement
() | do not accept the license agreement

Reset ] [ ¢ Back ][ Mext > ] [ Cancel




9) Accept the default installation folder location and left click “Next”

-
) Cisco Systems VPN Client 5.0.07.0290 Setup = |
Destination Folder é
Select a folder where the application will be installed -
B S

The ‘wize Inztallation 'wizard will install the files for Cizco Systems WPN Client
5.0.07.0290 in the following falder

Toinstall into a different folder, click the Browse button, and select another falder.

“'ou can choose not to install Cisco Systems WPN Client 5.0.07.0230 by clicking Cancel
tar exit the Wise Installation Ywizard.

Drestination Folder

C:\Program Files\Cisco SystemsWWPN Client'

< Back ][ Mext > ] [ Cancel

10) Left click “Next” to begin the Installation

ﬁ Cisco Systems VPN Client 5.0.07.0290 Setup =l
Ready to Install the Application 6
Click Mext to begin installation. -

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

< Back ][ Mext > ] [ Cancel

11) You will get a Window that Cisco VPN Client has been successfully installed, left click “Finish”
ﬁ Cisco Systems VPN Client 5.0.07.0290 Setup L e g

Cisco Systems VPN Client
5.0.07.0290 has been
successfully installed.

Click the Finish button to exit thiz installation.

< Back Cancel




12) Restart your computer

ﬁ Installer Informaticn lﬁ

to Cizco Systems VPN Client 5.0.07.0290 to take effect. Click

% “'ou muzt restart your zpstem for the configuration changes made
=" “es torestart now or Mo if pou plan to restart manually later.

13) After restart, log into https://credentials.anl.gov/VPN/vpnlogin/vpndownloads.htm to download

the VPN Connection profile:

Windows Security P

The server credentials.anl.gov at credentials.anl.gov requires a username
and password,

) |aeusebio |
‘@l Password |

[7] Remember my credentials

[ ok || conce |

14) Download “ANL-TCP” profile, by right clicking it and left click “Save target as”:

Open
gin/vpndownloadshim O ~ @ & & X | & VPN Client Software Downl... X Open in new tab
| IPSec Client | Version Cpsninowindow
- Save target as...
Linux | 4802003 o\ iee
|Macintosh 08 X 104 ar higher {Intel/PPC) | 4901018
Solaris | 4602003
\Windows (Win2K, XP, Vista 32-bif) | 5007.029  Copyshorteut
\Windows (Vista, 7 64-bit) | 5007029  paste
| AnyConnect Client | (SSLIVPN < ¢ 15t with Windows Live
IMacintosh OS X 10.6 or higher | 3.1.0202€ a4 Translate with Bing
\Windows (XP, Vista, 7, 32- and 64-bit) | 3102026  AllAccelerators D
|Li|"1UX | 3.1.0202¢ Add to favorites...
\Linux (B4-bit) | 3102026 o
| Connection Profiles | File
Lab-wide VPN | TS
\Lab-wide VPN |
\Lab-wide VPN (split tunneling) | ANL-TCP_split
\Lab-wide VPN (split tunneling) | ANL-UDP_split


https://credentials.anl.gov/VPN/vpnlogin/vpndownloads.htm

15) Save the ANL-TCP connection profile to your desktop

-
@ Save As - - ﬂ
%v M Desktop » - | 4,| | Search Desktop Fe ‘

——————— ———
Organize v New folder EE.~ @
W Favorites /= Libraries Eusebio, Alfredo R.
Ml Desktop | System Folder System Folder
4 Downloads
‘5l Recent Places j | Computer ) Network
System Folder | System Folder
7 Libraries ~, Parallels Shared Folders
@ Doecuments l%} Shortcut
J’ Music ™ 135KB
[&] Pictures
B8 videos
il Computer -
File name: | 0 SR18 2 1a] -
Save as type: [PCF File (*.pcf) ']
(% Hide Folders [ Save ] [ Cancel ]

u Adobe Reader X1

@ Cisco AnyConnect Secure Mobility Clier

[t/ Desktop Gadget Gallery

& Internet Explorer

] Windows DVD Maker

5 Windows Fax and 5can

 Windows Media Center

@ Windows Media Player

E_T Windows Update

w4 XPS Viewer

. Accessories

). Cisco

1. Cisco Systems VPN Client
€2 Set MTU

€ VPN Client

. Maintenance

, Microsoft Office

. Parallels Shared Applications
J SharePoint

| Startup

4 Back

== = = =

| Search programs and files pe |

Eusebio, Alfredo R.
Documents
Pictures

Music

Favorites
Computer

Control Panel

Devices and Printers

Help and Support




17) Once VPN Client is open, left click on “Connection Entries” and choose “Import”
£) status: Disconnected | VPN Client - Version 5.0.07.0290
|

| ,annecti on Entries Status Certificates Log Options Help
|

Connect to Ctrl+0 &
Disconnect Ctrl+D Delete
Create Shortcut

Modify... | Host
Delete

Duplicate

Erase Saved User Password

Set as Default Connection Entry

New...

Exit VPN Client

| Mot connected. [

18) Look for the ANL-TCP file in your desktop, choose it and click Open. You will see that the VPN
connection entry was successfully imported per second screenshot below:

& VPN Client | Select connection entry te import ® -
@v'|- Desktop » - | 3 | | Search Desktop P
- a9 g - -
Organize » MNew folder =~ 0 @
0 Favorites [ Td._'_ Libraries Eusebio, Alfredo R.
Bl Desktop | Systern Folder System Folder
4 Downloads
“Z Recent Places 1 | Computer | Metwork
System Folder | System Folder
i Libraries . Parallels Shared Folders ANL-TCP.pcf
B Documents |5 W Shortcut PCF File
Jz' Music ™ 135KB 636 bytes
[E5] Pictures
B Videos
|
1% Computer

Gﬁ! Network 2
File name: ANL-TCP.pcf ~ | Profiles (".pch) -
[ Open |v] I Cancel ]
& VPN Client — T— L %] [ —

@ The VPN connection entry "Ch\Usershasusebic\Downloads\AMNL-TCP.pcf” was successfully imported.




19) You should now see the ANL-TCP connection entry on the list of your VPN client, double left click

it to connect:
@ status: Disconnected | VPN Client - Version 5.0.07.0290 == 2

Connection Entries  Status Certificates Log Options Help

Sﬂﬁ i 1) @ M T

Connect Mew Import Modify Delete CISCO
Connection Entries I Certfficates I Log I

I Connection Entry I Host I Transport
ANL-TCP vpn.anl .gov IPSec/TCP

20) Type your ANL username and password, left click OK”
£ VPN Client | User Authentication for "ANL-TCP” e

The server has requested the following information to complete the user
authentication.

|I|I|I|I| Uzemame: Iaeusebic:

CISCO o ssword: fl

oK I Cancel |

21) Left click “Continue” on the warning prompt

& VPN Client | Banner Cx]

WARNING

Federal US Govemment computer AUTHORIZED USE OMLY.

Users have no explicit implicit expectation of privacy. All files may be intercepted, monitored,
recorded, copied, audited, inspected, dizclosed to authorized law enforcement officials, domestic ar
foreign. Unauthorized improper use of system may result in disciplinary action, civil/criminal
penalties. Using this system indicates your consent .

LOG OFF IMMEDIATELY if you do not agree to these conditions. 1]

Disconnect |

22) You should now see a yellow lock icon on your Windows system tray bar indicating that your
VPN IPSec client is connected:
.

|
| VPN Client - Connected

¢ 5 o

Customize...
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